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ﬁoﬂm(o Battle Royale. is a free to play section of the pmﬂ
Fortnite! The game sees 100 players dropped on to an
hland from a ‘battie bus, where they have to compete until
one survivor remains. The last remaining player on the
island wins the game. Players have to find hidden items,
such as weapons, to help them survive longer in the game
To make the game more challenging there i3 an added twist
called ‘the storm’ which reduces the size of the island from
the start of gameplay, bringing the players closer together
in proximity. The game is available on PC, PlayStation 4,
x One, Mac and (05,
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LIMIT GAME TIME
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PREVENT YOUR CHILD FROM
TALKING TO STRANGERS
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EXPOSING YOUR CHILD'S
EXACT LOCATION

share yosr EXACT location in
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can atill show wp on the Map, ne matter whach
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W Saarih rwilty and Siores on or off Saapchat
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LENS EXPLORER
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REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE
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Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES
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SNAPSTREAKS & ADDICTION
Snap Streah )y are gained when 1maps have been
ent back and forth cansecutively Detmeen friende
The langer 1hat Lraps are 1ot Detween Lieri the
konger the stresh becomes. Furthermore Saspchat
remerdy users wha have achieved hgh Lrap
Streshs by gifting emojis adding mcentives for
Wty 1o heep the streak s Chidren imveil time into
making thews streahs as long as pesuble. which can
Pt an incredible amownt of prevsare on both
themielver and thew Inendibhips
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Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a ‘story” shared with thelr
entire friend Nst, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

n

Tips for Parents

SEXTING
Dwe to “Snapn’ (wrery can even
send » one-second 0 of video). Saapchat
has become the chosen platform for children
and young people to send sexually explicit
mages o veifies Once 2 photo/video has been
wreembhotied, or recorded uiing another device
of software, this can lead to further dangen,
wuth 8 blackmail and cyberbullying. It s ilegal
1o make, possets, download, 1tore and share
sexual images, photos and videos of a perion
under the sge of 18 This alio Includes an
sexual imager, photos and videos that a ¢
muary have taban of themielves However, if a
young perion is found (resting or sharing
images, the police can chooss to record that »
crime has been committed, but taking formal
action 't in the public interest.

SNAP ORIGINALS
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Instagram is an image and video sharing app that
allows users to share moments with the world. The app
has a live streaming feature and additional add-ons,
such as ‘Boomerang. ‘Hyperlapse’ and ‘Layout. which
can be used to enhance their feed. Users can choose to
add filters and make adjustments, such as brightness
contrast to their photos. To make their content more

2

searchable, users can include hashta

to make them easier to

2s in their uploads

v

What paren(s need to know about

INSTAGRAM
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The live stream feature on Instagram allows ey
1o connect with their friends and lollower In
real-time. Fallowers can commert on the video
during the broadcast (which can be turned o n
the settings) I your child has & private sccoumt,
only their appraved fullowers can sew their stary It
13 important 1o note that they still may have
lollowers that they do not know. whach rnreans they
Could be live streaming Lo strangers. A pubitic
actount allows anyboily ta view their story, We
UGRest that your chid goes through their
followers kst and blocks anyone they do not knew
An addvtional risk with llve streams is that your
child may do samething that they regret. This could
be captured by & viower taking a screenshot and
Ihen shared sround the intermet

IN-APP PAYMENTS
Instagram aliowns payments for products directly
theough the apg I aperates under the Lame rules
s Focebook Payments. which state that if you are
wnder the age of 1R you can andy use this festure
with the involvemaent ol » patent or guarifian

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When people wse Miers on thesr photos on Instagrem,
1t can sot unrealistic sxpectations and create J-\qn
of inadequacy ane low sell esteem in chibdren,
Chaddren may strvwe for a comparable number of T’
to # realntically editod with the risk of drsstically
lowering your (hibd's canfidends or senie of wif warth

PHOTO / VIDEO SHARING
Poiting photos and videas i1 Instagram s biggest
seiling poant. but with tharing images comes rishs A
PROte wharh i uddes Lanidmarky 10 the ares thew
sUboOl uniform. street name. house and sven tagging
in the location of the photo uplosded to nitagram can
wxpore the (hild's location making It sasy 10 locate
them If thes sccount is nod set o private, atyyane can
sccens tholr account and see thels location.

LOCATION TAGGING
Public locations can be sdded 10 o wnary
photos/ videos and also to their stones. While thes may
seem like & good ides at the tme. It can sspose the
location of your child, This is particularly more of a rish
i ot in on thelr stary, s it is rJlm

REMOVE PAYMENT METHODS
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RESTRICT MESSAGES
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"I Qe (hen

USE A PRIVATE ACCOUNT
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FILTER INAPPROPRIATE COMMENTS
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TURN OFF SHARING
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photos and vidwos fram a 1tory a3 3 Metsage o amother
weer. This feature cam be turned off m the settings. We slao
recomenend tirnang of the feature whid sutamaticaity
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acrent

X
National

Online
Safety

fmav in of Aeflopnationoliomivesafely rom orc

HIJACKED HASHTAGS

Like Twitter, haihtags are alio an extremely
prominent tool in Instagram and with that
comas dangen for your child. One person may
Ui & seemingly innocent hathtag with one
particular thing in mind, and before you know it
hundreds of people could be uring the same
hashtag for something insppropriste or
dangeroin that your child certainly shouldn 't be
oxposed to

INSTAGRAM TV

ln:u?'un TV works vimilarty to YouTube Users can

videos from thelr lavourite accounts on the

platform, or (reste thew own (hannel and post thedr
o videos, Ny -mrovlun 10 note that anyons can

create thelr own Instagram TV channe! and you

don 1 have 10 be friend b & perion to follaw an

sccount and watch thew videos. Ultimately, lestuies
AE eNCDWraging wiers 1o spend mare time on the
app. therefore 1Y iImportant to set tine limits and
ensure thes devices arw not distiurbing thee sleep

and perfarmance at school

A whaoie schoal community approach to onling safety

www.nationalonlinesafety.com
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' Apps’ are desigoed 1o run on Certain devices and are written for a
specific system, such as Apple 105, Windows, or Android.
The official store for the Apple 105 opersting vystem is known as the
App Store’ and It's where you can browse and download more than
2 milion apps and games 1o use on the Pad, IPhone. iPod Toudh and

other Apple devices. When your children are using the app store,
you need to be aware of the risks_.

a—

-A What parens need fo know abouf
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What parenfs need fo know about

AGE RATINGS

i you have children, it is understandable
10 have concerns about the films and TV
sthows they watch, as well as the games
they play. In this guide, we take a look at
the two official ways you can assess if a
particular title is suitable for your child
Both the B8FC and PEG! have search
facilities on their websites that can be
used to look up individual titles so you
can check their ratings.

RATINGS FOR GAMES

PEGI (Pan European Game Information) s & content rating system that
with & minimum

RATINGS FOR FILMS, TV & MUSIC VIDEOS

Since 1912 the BBFC (Brithhh Board of Film Classification) has ensures all video games are la sge
recommendation These recommendations are based on the
With sach game, PEGI alo

ummm-ammu‘u&mumww
rents with Information needed to
for thels child's This types of content festured agame
ond Stresming vid ’&'«.‘ provide & (ontent descriptor thal indicates the potential niues and

WHAT ARE THE BBFC RATINGS? MR AN TS PRI RS
PEGI ratings are spiit into restriction and content descriptors.
| ' help and children to

mkvmm-pmﬂhzr

assess whether or not

spphes to cimerma releases,
such as Netflix.

sex. viokence. bad language and drugt

-mwmwumnm.wu
iving. S

BBFC ratings are broken down in10 seven aQe (A1eQOTIes
2 discrimination.

st In combination, two
A @ @ level of iInfarmation Lo help mahs
Informed regarding the suitability for your chidd.
\ al, bhe P s Gt #‘E’n ﬁ Yo PLGI age rating: are broken down into five categories
sl 0o adarr

PEG) content deslriptorn are broken down into eight categornies

A 2D Dygsy §

Accompanied with the age suitability rating, 88FC also provide an

gy Jos i g anep by e g RATINGS

23 ywearing tev mmt.ﬁdon“mdmp?(my mmwm

mmuhb::\osp mmmu:uu.mu:::nmwgm o ~

content r in three levels: frequent, Of strong. passible to online without a
Md*mmbm ' (m(mmul

youk We advise that you um chidd™

haalthy

LIMITATIONS OF BBFC RATINGS m Shout the celina.
video

gaming and
them sbout the oaline world.

s important to note that there it no obligation on streaming PARENTAL CONTROLS
services 1o use of display BBFC ratings. 10 this, we advise that
you check the rating online before your child streams the content. It
my.nou.z'uu..uummuww or
discuts it with other parents to help you decide or ornotiths
suitable for your chidd.

—

\ -t
Source: www bbic.couk
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47%

of parents
said th ht their
children spent much
time in front of screens
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SCREEN ADDICTION
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. What parenfs need fo know about

WARNING!

Catfishers will

ugﬂm age

EATFISHING

In this technological era, making friends online and
communicating with them are normal parts of Iife. Unfortunately,
there are people out there who may try and exploit your trust.
Catfishing is when someone creates a fake online profile to trick
people into thinking they are somebody else. They assume a foke
identity and goes the extra mile to make thew victim believe that

The term ‘catfish’ was coined in 2 2010
documentary about a man who developed an
ondine relationihip with a woman, only to
diacover the person he thought he was
commuUniCating with was someone else.
Cathahers make up life stories and uie
photographs of unwipecting victims to reste
fahe identities. They will share Nfe experiences,
Jobs, friends and ographs 1o the fshe
accounts. The aim of the perpetrator may be to
lure victimas into @ serval relationship, but they
can also be part of social engineering to trick
pecple out of money. After building up trust
and developing an online relationihip. »
catfisher may sk for cash for » loan, money for
travel, or some other form of payment.

& Top

MONITORING & 3
CONVERSATION *

that they thould not accept iend
requetts o com te with any they
don | know onkne and 1o ask & parent or Carer
o they are umsure. It s ahso very important to
Gosely MO thes e et UIage L\O YOu arv
aware of who thay e (Ommuna ating with
wr1pecally if they are bewng secretive Have
and honest (Onveriatyons with you

SDOWt what it sefe to Lhare with people
ontine the of

could

they are exactly who they say they are.

OTHERCCNCE\NS\ s HOWTOSPOT S

&WORRIES

Catfahing can sscalate very quichly Ay
1omeocns executing a catfahing scam i loolung
10 achieve a goal  whatever that may be  they

arw lhaly 1o want 1o get things moving as
quichly as possible. The victim may be
encouraged to develop a relationthip faster
than they are comfortable with. in addition to
1Ny, people who (reate fake identities could
also be taking the victim's photos and
pretending to be them. It v common for
fravdstens 1O post pictures toden from social
media vten induding Facebook and Intagram

:, 1, fm Ao ’

(3';.(

PRIVACY &
SECURITY

-
-
4

G theough your (hikd'y security and privacy
atbngs (horoughly to ensure that thew anine

’uﬂ-unuu' Thes means that onldy
friends (an wee profile and can comat
them. It may »l10 be 3 good idea to chack

your child s friends But with them de
hey and rurt everyons on the Bt n
umh“-mm
troem tafling Lo new people n
UIFTUMALANCTS. enCOursge your (hild to be
urous and ask lots of quettions rether than rely
on the INformation green in someons 1 online
Do they have mutual friends ) Il not
ded that perion Ihemn and why did they
reach owt! Ity vital that they know never to
ATARge L0 Mmewt Up WIth Deophe (hey meet
Anline and never 10 send Money 1O vem el e
thew own. or from your sccoent.

“ CATFISHING

Prohle pictures and other photos that are
posted can be big indicators. To aveid
revealing thels real identity, & catfaher may
e tock’ images of modeis, other people’s
photos or photos in which it is difficult Lo see
their face. They may try to st chat o
ten! baved mesraging anything involving
video |s khely 10 be shunned for fear of
revealing their true identity. Through the
course of conversations, there may be
inconsitences with what is said, o inttances
of peopie being very vague in reiponie to
1pecific quelions about themaelves

Lo T

i -

TIPS for Parents 83

BEALERT& ¢ 30
REPORT

Mabs snv that you snd your child i1 sware of
how 10 report and biodh actownts on ol
platforma that the child uses. You can report
(aha accounts and block usen 1o prevent them
from virwing your chid s profile If you are
(oncerned that someone 1 uing by
photographs for thel own you can
ek by using Google search. You can
* photogreph end Wil Ahow
images ured om other wetntes This

will show you f anyone eiue i photos
that yous ¢ hikd has previously onkne o
this s the case. you nesd 10 report the wier
to the platform i you sespect that
Wegal o nappropriate
mmnhnﬂmm“nnﬂb
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E‘,g}i‘gg‘” 7 questions to help you start a conversation
with your child about online safety

HWakeUpWednesday o
Which apps/games are you
using al the moment?

THIS WiLL GIVE YOU A OO0 OVERVIEW OF THE TYPES OF THINGS YOUR CNILDREN
ARE DOWNE ON THEIR DEVICES, ALOSE WITH THER INTERESTS. SEMINDER THAT
TREY MIGNT SOT TELL YOU EVERYTHING THEY ARE USING, 50 IT IS A COOD A
TO ASH TREM TO SHOW YOU THEIR DEVICE. RECAUSE NEW APPS AND CAMES ARE
RELEASTD RECULARLY. IT IS IMPORTANT TO MAVE THIS CONVERSATION OF TEN TO

ENSURE TYOU ARE UF TO DATE WITH WHAT TLY ARE DOING

Which websites do
enjoy using and why?

lﬂl-lm‘lﬂmi THEY ARE DOING. WHILST TOU ARE PLAYING A CAME DR USING AN

APP WITH THEM, IT MCNT MICHLUIGNT SOMETHING THAT THEY DON'T SECESSARILY THINN IS A

DANCER TD THEN, IF THEY ACT Link YI(&N;;'W TO SHARE THEWR ACTIVITIES WITH YOU,
WY,

Do you have any
oninevriends?

CHILOREN CAN FORM POSITIVE RELATIONSMIPS WITH PEOPLE ONLINE. AND THIS NAS BECOME
MORE COMMON THANNS TD ONLINE MUL T1-PLATER OFTIONS. BUT THEY MAY NOT FULLY
UNDERSTAND THE DUFFERENCE BETWEEN A FRAEND AND A STRANGER, YOU COULD MANE ThE
QUESTION MORE SPECHIC TO YOUR CHaLD. FOR EXAMPLE: “MAVE YOU MET ANYONE ONLINE
THAT TOU LIME TO PLAY GAMES WITHT™ THEY MAY NOT WANT T0 SHARE THIS INFORMA TION
WITH YOU, SO ENSURE YOU TEACN THEM ABOUT NEALTHY RELATIONSHPS.

Do you know where o go for help?

THEY CAN REPORT ANT ACTIVITY THAT THEY BELIEYE

Do you know whal your
personal information is?

YOUN CHILD MAY ALREADY NNOW WHAT THEIR PERSONAL INFORMATION 1S BUT
THEY MIGHT NOT THINN ABDUT MOW IT CAN 85 SHARED. NAYE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF (T IS
SHARLD BEYOND THE INTENDED RECIPIENT IT IS IMPORTANT THAT YOUR CLD
USDERSTANDS THE DANGCERS OF SMARNE CONTACT DETALS OR PRUTDS, AS
INFORMATION SUCH AS TS CAN SPREAD QUICHLY ONL InE

7 Do you know your limits?

A

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /nationalonlinesafety Phone - 0800 368 8061




